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Internal Audit Update Report @ end of Quarter 3 23/24 
 

 

SWAP work is completed to comply with the International Professional Practices Framework of the Institute of Internal Auditors, further guided by 
interpretation provided by the Public Sector Internal Audit Standards (PSIAS) and the CIPFA Local Government Application Note. 

 

As part of our update reports, we will provide an ongoing opinion to support our end of year annual opinion. Internal Audit provides an independent and objective 
opinion on the Authority’s control environment by evaluating its effectiveness.   
 
 

 

Indicative Rolling Opinion 

 

There is generally a sound system of governance, 
risk management and control in place. Some 
issues, non-compliance or scope for 
improvement were identified which may put at 
risk the achievement of objectives. 

Action Priority Description Actions 

Priority 1 Fundamental 0 

Priority 2 Important 13 

Priority 3 Requires Attention 20 

Assurance Opinions as @ Q3 

 Substantial 1 

Reasonable /Certified 16 

Limited 2 

No Assurance 0 

Special/ Advisory 6 

 

Progress/ Plans as @ Q3 

Complete 27 

In Progress 14 

Waiting to Go Live 8 

Future Proposed 11 

The Headlines for audits completed or planned to date for 2023/24 

 

 

Coverage – Coverage of internal audit work is aligned to the corporate priorities. Further work is 
planned to realign the work programme to the latest set of strategic risks in the 24/25 internal audit 
planning process which is currently ongoing. 
 

 Activity - 41 assignments are complete or in progress at the end of Quarter 3 
The Internal audit team are on track to deliver an annual opinion. Additional resources will be brought 
in for Quarter 4 to increase activity and oversight. 
 
  

 

Outcomes – 89% of the opinion related work found the control environment to be either Substantial or 
Reasonable assurance.  There are no high corporate risks to be reported, but there was an assignment 
with a “Limited Assurance” audit opinion on ICT back-ups.  

 

Oversight – Audit Management dashboards provide oversight on internal audit activity. This 
functionality will be rolled out to Senior Officers over the coming weeks. 

 

Quality – Internal Audit work either met or exceeded expectation in 95% of audits completed. 
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The assessment of none, 
some, and good is based on 
the number of audits in 
these areas and the scope 
of the audits. This gives the 
Committee assurance that 
internal audit is aligned to 
the corporate risks 
although we would not 
expect all audits to align to 
all corporate risks.  

 
A risk assessment for 
2023/24 has been 
undertaken that maps 
internal audit work to 
corporate priorities and 
risks. This will ensure 
that internal audit 
coverage is focused into 
key areas. 
 
A refreshed risk 
assessment is currently 
being undertaken which 
will feed into the 
2024/25 internal audit 
work programme. 

  Internal Audit Work Programme and Coverage 

  
 We have assessed internal audit coverage based on the corporate priorities taken from Herefordshire Council’s County Plan 2020-24. 

Please note as future proposed audits are not scoped yet there is potential for coverage to increase.  
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At the conclusion of audit 
assignment work each 
review is awarded a 
“Control Assurance 
Definition”; 
 

 Substantial 

 Reasonable 

 Limited 

 No 
 
The schedule provided in 
Annex B contains a list of 
those audits completed, in 
draft, and in progress. 
 
 
 
We also undertake 
Advisory / Non-Opinion 
work on a consultancy 
basis where we have been 
asked to look at a specific 
area of potential concern 

  Internal Audit Progress and Outcomes 

  

 

It is important that Members are aware of the status of all audits and that this information helps them place reliance on the work 
of Internal Audit and its ability to deliver an annual opinion. Each completed assignment includes its respective “assurance opinion” 
rating together with the number and relative ranking of agreed actions that have been raised with management. The assurance 
opinion ratings have been determined in accordance with the “Audit Framework Definitions” as detailed in Annex 1 of this 
document. 
 
41 assignments have been completed or are in progress. A special investigation is still in-progress at the end of Quarter 3. These 
are shown in more detail in Annex 2. 
 
 

 
 

Substantial, 1, 4%

Reasonable, 16, 64%

Limited, 2, 8%

No, 0, 0%

Advisory, 6, 24%

SPLIT OF AUDIT OPINIONS AS AT Q3 23/24
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There are no high 
corporate risks that should 
be brought to the 
Committee’s attention for 
Quarter 3.  
 
ICT Security audits can 
identify specific 
vulnerabilities that could 
be maliciously exploited. 
Therefore, it is suggested 
that the details of the 
report and Council agreed 
actions are considered at 
the next meeting of the 
Audit & Governance 
Committee. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  Significant Corporate Risks 2023/24 

  

 Whilst there are no high corporate risks, the role of internal audit is to bring areas of concern to the attention of the Committee. 
Below is an extract from a report by SWAP’s Specialist ICT Team on ICT Backups which has been given a “Limited” Opinion: 
 

 
 

 
SWAP reviewed the expected controls around the current Corporate Backup Routines, examining any links from any potential business 
impact analysis to how these can be used to facilitate potential business continuity processes. The specific scope examined: 

• Requirements for the backups have been drafted and agreed following an impact analysis of systems and data aligned with IT 
Standard Good Practice routine.  

• Arrangement and management for backup routines are operating effectively using appropriate technology and backup media.  
• Assurances are provided regarding the integrity of backups necessary for partial or full restore. 
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Follow-up audits are 
completed where 
assurance is graded as  No 
or Limited assurance. 
 
They are timed to coincide 
with the delivery of the 
agreed actions. 
 
 
 
 
 

  Follow-up Audits 

  

 The follow-up audit is to provide assurance to the Director, Senior Management and the Audit and Governance Committee that 
the key risks have been mitigated to an acceptable level. The table below shows the follow-up position: 
 

Audit Name Status Outcome 

Section 106 Complete Actions remediated - No significant risks 

Pool Cars Complete Significant progress - Minimal risk 

Building Maintenance & Cleaning Complete Significant Progress - Minimal risk 

Education Healthcare Complete Actions Remediated – No significant risks 

Disaster Recovery Complete Actions Remediated – No significant risks 

Public Realm Contracts In Progress  

Registration Service, Housing - Financial 
Processes 

Planned  Q4  

 

 
 
 
 
The client feedback shows 
that internal audit work 
adds value. 
 
The overall customer 
satisfaction level for 
Herefordshire Council is: 

 
 

  Quality Assurance 

  
 At the close of each audit review a Customer Satisfaction Questionnaire is sent out to the Service Manager or nominated officer.  

The aim of the questionnaires is to gauge satisfaction against timeliness, quality, and professionalism.  A score of 95% reflects the 
fact that the client agreed that the quality of the review either exceeded or met expectation.  
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The contacts at SWAP in connection with this report are: 
 
Ian Halstead 
Assistant Director 
Ian. halstead@swapaudit.co.uk 
 
Amy Probert 
Principal Auditor 
Amy.Probert@swapaudit.co.uk 
 
 
For further details see: www.swapaudit.co.uk 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Contact Information 
 
SWAP is an internal audit partnership covering 22 organisations. Herefordshire Council is a part-owner of SWAP, and we provide the internal audit service to the 
Council.  
 

mailto:Amy.Probert@swapaudit.co.uk
http://www.swapaudit.co.uk/
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ANNEX 1 
 
At the conclusion of audit 
assignment work each review is 
awarded a “Control Assurance 
Definition”; 
 

 Substantial 

 Reasonable 

 Limited 

 No 
 

In addition, to our opinion-based work 
we will provide consultancy services. 
The advice offered by Internal Audit in 
its consultancy role may include risk 
analysis and evaluation, developing 
potential solutions to problems and 
providing controls assurance.  

 
 
Recommendations are prioritised 
from 1 to 3 on how important they 
are to the service/area audited. 
These are not necessarily how 
important they are to the 
organisation at a corporate level.  
 
 
 
 
 

  Audit Framework Definitions                                                                                                            ANNEX 1 

  
 Control Assurance Definitions 

Substantial 
A sound system of governance, risk management and control exists, with internal controls operating effectively 
and being consistently applied to support the achievement of objectives in the area audited. 

Reasonable 
There is a generally sound system of governance, risk management and control in place. Some issues, non-
compliance or scope for improvement were identified which may put at risk the achievement of objectives in 
the area audited. 

Limited 
Significant gaps, weaknesses or non-compliance were identified. Improvement is required to the system of 
governance, risk management and control to effectively manage risks to the achievement of objectives in the 
area audited. 

No 
Immediate action is required to address fundamental gaps, weaknesses or non-compliance identified. The 
system of governance, risk management and control is inadequate to effectively manage risks to the 
achievement of objectives in the area audited. 

 
 

Actions Reporting Implications 

 

In addition to the corporate risk assessment, it is important that management know how important the issue is to their 
service. There should be a clear distinction between how we evaluate the risks identified for the service but scored at a 
corporate level and the priority assigned to the recommendation. Each action has been given a priority rating at service 
level with the following definitions: 

Priority 1 
Findings that are fundamental to the integrity of the service’s business processes and require the immediate attention 
of management. 

Priority 2 Important findings that need to be resolved by management. 

Priority 3 Finding that requires attention. 
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ANNEX 2 
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